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Introduction

The State of New Hampshire, fiz@tment of Safety, Division of Homeland Security and Emergency Management (HSE
maintains a crisiglisaster management system, WebEOC, to manage large scale events, disasters and suppol
increase public safety information shariggroviding realtime situational awareness. One of the primary objectives of
WebEOC is to provide incident commanders, community leaders and command level peesoanehon operating
picture of public safety operations, sensitive information and infrastructure prohlamdor disruptions upon which to
make informed, effective decisions in response, recovamg mitigation efforts.

WebEOC is also used as a gateway to share information between the State Emergency Operations Center (SEO
federal, state, local public sdfeentities and critical infrastructure partners. Additionally, WebEOC is one of the primary
means of communications and incident management for the SEOC.

Policy
HSEM shall maintain control of user accesg/ebEOG@Nd limit such access to key personnglo may be involved in
emergency operations and/or have threeed to communicate with the SEOC. All users are required to sign a Use
Agreement Form in accordance with this poligy users are required to attend the standardebEOCIlass prior to use.
Allusers shall comply with the User Agreement.

HSEMeservesheNA 3K G G2 G SNXYAY LI (WebHOG:ENS ARRydimdfoOsDspeécted viblationioKtids
policy, operational securityr negligent use.

AccessAccess to th&VebEOGystem is intended for public safety representatives who serve in an operational capaci
during large scale events or disasters, emergency management personnel, utility or critical infrastructure operatio
directors, HSEM personnelnd otherFederal Sate, local personnel, who require access to réehe information to
make informed management decisions during events, incidemtslisastersPersonnel will only be granted access if
there is a true need to communicate with the SEOC, establish opeahtgituational awareness, or access the
management tools used with WebEOC

Termination & SeparationSupervisors of those personnel who are granted acce®¥gabEOGhall immediately notify
the WebEOC Administratarpon separation of the individual fro the agency or entity in which access rights were
granted. Additionally, the supervisor shall immediately notify YWiebEOC Administrata@hould there be a change in
position of personnel within their agency to a position/level which no longer requiressadn order to maintain
security of the system and manage the large number of users, access requirements will be strictly enforced.

Usersare required to log into the system at least once per calendar quarter. Failure to log in during thisatimeenay
NBadzZ G Ay GSNXYAYylLGA2Y 2F | 00S&daad {K2dzZ R dzaSNI I O0Saa
for reinstatement of the individual to th&/ebEOC AdministratoAnnual certification of right of access by positions will
be required.

Access &raining

All WebEOC users are required to have an individual account to access the system. To request access, a user must
aWebEO@serAccount Requestormto HSEM. Completing tHferm requires approval authorization signaturesdaa
justification as to why access is needed.

WebEOG@raining is scheduled at the SE@¥@ry month angbre-registration is required. To schedule persontoehttend

the training, please emaihheoc@dos.nh.govSpace is on a first come, first serve badiegional Trainingsan be
scheduledat various sites throughout the state. These are arranged in coordination with the HSEM Field Representa
for the area.
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State Emergency Operati@anCenter Organizational Chart
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ESF Functions

ESF Emergency Support Functions
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Agencies Leads and Responsibilities
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